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• DNS ??? GUI - VegaDNS
• ?? PuTTY ??????

? SuperPuTTY
? 8 Free SSH Clients For macOS And Windows – PuTTY Alternatives
? WinSSHTerm
? PAC Manager

• Linux ??????-rsnapshot
? rsnapshot ??
? ??linux????????—rsnapshot
? How To Backup Local Unix Host Using rsnapshot rsync Utility
? How To Backup Remote Linux Host Using rsnapshot rsync Utility
? Backup on Linux: rsnapshot vs. rdiff-backup (vs. Time Machine)
? [QPKG] ? rsnapshot ?? QNap NAS Time Machine ????
? How to install rsnapshot remote backup server on Red Hat/CentOS Linux

• Borg - ??????? deduplicate???????????
? https://borgbackup.readthedocs.io/en/stable/
? http://linoxide.com/linux-how-to/bor...up-linux-tool/

• Tar - ???????
? smalltarbkp

• Linux ????????
? CloneZilla (?????)
? Mondo Rescue
? Fog - Perfect cloning solution for Microsoft shop
? dd ??????????????? ????????

• ???????????? - ?????????
? Ansible

? Linux Tutorial: Install Ansible Configuration Management And IT Automation Tool
? https://chusiang.gitbooks.io/automate-with-ansible/

? Pssh - Parallel OpenSSH
? Pssh – Execute Commands on Multiple Remote Linux Servers Using Single

Terminal
• Log ?????

? Graylog
? Octopussy
? logstash
? ELK Stack (ElasticSearch Logstash Kibana)

? https://miteshshah.github.io/linux/elk/
? ??ELK?AWS
? ?Kibana?logstash??????????????????
? Logstash ??
? [Docker ??] logstash + elasticsearch + kibana???????
? [?? GeoIP] How To Map User Location with GeoIP and ELK (Elasticsearch, Logstash,

and Kibana)
? How To Install Elasticsearch, Logstash, and Kibana (ELK Stack) on CentOS/RHEL 7
? How to Install ELK Stack (Elasticsearch, Logstash and Kibana) on CentOS 7 / RHEL 7
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http://www.wagemaker.co.uk/?page_id=780
http://clonezilla.org/
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https://www.graylog.org/
http://www.octopussy.pm/
http://logstash.net/
https://miteshshah.github.io/linux/elk/
http://waniwang.logdown.com/posts/255101-erection-of-elk-in-aws
http://storysky.blog.51cto.com/628458/1158707
http://napmas.blogspot.tw/2014/03/logstash.html
http://peihsinsu.gitbooks.io/docker-note-book/content/bigdata-lek.html
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? ?? Log ??
? lnav

• ????????????
? nload
? nethogs
? slurm

Linux ??????

• ??????? Apache + SSL (??)
• Mirror Your Web Site With rsync (?)
• ? logfmon ? expect ???????? (??????????)
• Apache DDos ????

(??mod_evasive ??????????????????? FreePBX ?????????)
? ? mod_evasive ?? D.o.S ?? (Apache 3rd party moule)
? Apache ?WAF??????_mod_security?mod_evasive ??
? Ubuntu 10.04 – Apache mod_evasive & mod_security
? DDoS attack script
? DDoS attack script - Slowloris.pl?Youtube Video

? Ubuntu ?????apt-get install libio-socket-ssl-perl
? ?????perl slowloris.pl -dns 192.168.7.62 -timeout 30 -num 500 -cache

• ?? IP ???????? iptables ? .htaccess ????
? http://okean.com/thegoods.html
? http://www.wizcrafts.net/chinese-ipt...blocklist.html

• ? Integrit ???????
• SSH ???? - ?? - DenyHosts
• ?? Tomcat ??? Log - catalina.out ????

? [Linux]??Tomcat catalina.out ?????????????
? thread about rotation of catalina.out

• SMTP Client ????
? ssmtp - RPM ?????? SMTP server?
? smtp_send.pl - perl ??????? MIME ???????
? sendEmail - ? perl ??????? RPM ? Tar ?????

• HAProxy - Web Load Balancer
? ?? HAProxy ?? ????, ????
? ? HAProxy ? load balancer – ??? SLB ( server load balance)
? Load balancing with HAProxy, Nginx and Keepalived in Linux

• Linux Small Business Server
? ClearOS - ? Web ?????????????????????????? Multi-WAN, VPN,Mail, LAMP, MySQL ???Linux

????? RedHat???????? RedHat ???
• ????? DDYNS ??

? Your Own Dynamic DNS In 3 Steps
? OpenDyn - Open Source Dynamic DNS Service

• Linux ?????
? APF(Advanced Policy Firewall) ?????

? http://www.webhostgear.com/61.html
? http://www.rfxn.com/projects/advance...licy-firewall/

? CSF - ConfigServer Firewall ?? DDoS ??
• ?? Linux ???? WAN - MultiPath TCP
• Setting up multiple default routes for each interfaces
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http://blog.yam.com/keynes0918/article/32330756
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http://www.openfoundry.org/en/tech-column/8109--integrit-
http://keniver.pixnet.net/blog/post/28577992
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http://www.osslab.tw:8880/VoIP/IP_PBX/%E8%BB%9F%E9%AB%94%E5%BC%8F_IP_PBX/Asterisk_-_%E5%85%8D%E8%B2%BB_IP_PBX_%E7%B6%B2%E8%B7%AF%E9%9B%BB%E8%A9%B1%E4%BA%A4%E6%8F%9B%E5%B9%B3%E5%8F%B0/Addons/%E7%B6%B2%E8%B7%AF%E5%82%B3%E7%9C%9F(Fax_over_IP)/fax2email
http://haproxy.1wt.eu/
http://blog.longwin.com.tw/2009/03/haproxy-ha-load-balance-2009/
http://www.monster.com.tw/archives/933
https://linuxhandbook.com/load-balancing-setup/
http://www.clearfoundation.com/
http://nexus.zteo.com/blog/2011/12/28/your-own-dynamic-dns-in-3-steps/
http://code.google.com/p/opendyn/
http://www.webhostgear.com/61.html
http://www.rfxn.com/projects/advanced-policy-firewall/
http://tecadmin.net/install-csf-firewall-on-linux/
http://multipath-tcp.org/pmwiki.php/Users/DoItYourself
http://freelinuxtutorials.com/tutorials/configuring-multiple-interfaces-multiple-default-routes-linux/


• SSH ?????
? ? Google Authenticator (2FA)???????

? https://code.google.com/p/google-authenticator/
? How to Secure SSH with Google Authenticator’s Two-Factor Authentication
? Secure Your Linux Desktop and SSH Login Using Two Factor Google Authenticator
? How to Secure Linux Ubuntu With Two-Factor Authentication
? Use oathtool Linux command line for 2 step verification (2FA)

? ???????: How to secure SSH login with one-time passwords on Linux
? OpenSSH????????

? Top 20 OpenSSH Server Best Security Practices
? OpenSSH Server Best Security Practices

• ?????????
? [testdisk]

? http://blogger.gtwang.org/2012/07/testdisk.html
? https://itsfoss.com/recover-deleted-files-linux/

? [ddrescue] http://www.cyberciti.biz/tips/how-do...e-command.html
? [scalpel] Recover deleted files and folders using scalpel (A Filesystem Recovery Tool) on

linux
? [Kali Linux] Recovering Deleted Files With Kali Linux
? [ext3grep] Recover deleted files with ext3grep
? [Photorec]

? Photorec recovery deleted files on RHEL/CentOS/Fedora and Ubuntu/Mint linux
? PhotoRec – Recover Deleted or Lost Files in Linux

? [Foremost] How to Recover a Deleted File in Linux
• Linux Web Dashboard

? Fedora-System-Status-Dashboard (??????????)
? Linux Web Dashboard - Apache2/nginx + PHP

• Linux ????????
? Monitorix
? Munin
? MRTG

• ?? UNIX-Like OS ?????
• RedHat/CentOS Cluster + GFS

? CentOS6????Linux GFS+LVM??????
? ?????Red Hat Global File System 6.1

• ?? Knock ?????
? ????? knock ?????
? Knock Three Times: Pain-Free Remote Access to Your Asterisk or Linux Server
? How To Use Port Knocking to Hide your SSH Daemon from Attackers on Ubuntu
? Knock Client for Windows

• ?? SSH ?????????????
? Restrict an SSH user session to a specific directory by setting chrooted jail

• GlusterFS Storage - ?? Open Source ???????????????
? Gluster ????
? How to Setup GlusterFS Storage on CentOS 7 / RHEL 7
? [????] ?? glusterfs ???????????????
? CentOS 7 ?? GlusterFS ????

• P2V - Physical to Virtual
? Migrate to a virtual Linux environment with Clonezilla
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https://github.com/seadog007/Fedora-System-Status-Dashboard
https://github.com/afaqurk/linux-dash
http://www.monitorix.org/
http://munin-monitoring.org/
http://mrtg.mirror.graemef.net/index.en.html
http://bhami.com/rosetta.html
http://blog.itpub.net/7607759/viewspace-755532
http://www.ithome.com.tw/node/35854
http://linux.vbird.org/linux_security/knockd.php
http://nerdvittles.com/?p=9871
https://www.digitalocean.com/community/tutorials/how-to-use-port-knocking-to-hide-your-ssh-daemon-from-attackers-on-ubuntu
http://www.zeroflux.org/projects/knock
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http://cyrilwang.blogspot.tw/2013/09/glusterfs.html
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Softwares

• ???????????
? Best Linux Multi-Core Compression Tools

• LEMP(Linux + Nginx + MariaDB/MySQL + PHP)
? How to install LEMP stack (nginx, MariaDB/MySQL and php) on CentOS

• ??????????
? asciinema
? ??????
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https://www.linuxlinks.com/best-linux-multi-core-compression-tools/
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